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Ethernet

Fiber 4 x SFPports

IFEE802.3 series 802.3i, 802.3u, 802.3ab, 802.3x, 802.3az

standards

ETH Ct= 210]0f 22| 24712] o|H4I 2 E, 10/100/1000 Mbps, A& MDI/MDIX Z2AQH
2

INDUSTRIAL PROTOCOLS e

Profinet Profinet Class B conformance (7| 222 |23t YLCt)

Services

EtherNet/IP Yes

SNMP V2, V3 Yes

LLDP Yes

Network Management 802.1p AH|A 58, 802.1x ZE 7|8t L{|EQ{3 ZZ A0{, 802.1Q VLAN

Network

Routing 54 228 BGP, OSPF v2, RIP v1/v2, EIGRP

Port aggregation 802.3ad LACP

MRP MRP 22}0|HE &, MRP Zz|At g&

L2 features Loop protection, Forwarding table, VLAN, STP/RSTP

DHCP DHCP AMH{, DHCP S20|HE, AU EFIETL Itz MAC A5 AFEE 4= = DHCP 24 Aoy

Multicast IGMP A=, HEFHAE U2 0] 2|

Port Settings 2Hdat/iahdst 73 £ 5 A0, E 22|, EEE(802.3az) H2|, ZE 0|23

L3 Features 4 IPv4 2tRE, EA IPv6 2t2E, DHCPv6 22I0|AE, HA IPv6 T4

QoS

QOS Port priority, DSCP priority, 802.1p priority, TOS

Scheduling method SP/WFQ/WRR

Bandwidth control Rate limiting, storm control

Traffic Shaper Port-based shaping

Diagnostics

Tools A|0|Z I, ping, traceroute, nslookup
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Security

Authentication PAM — preshared key, Radius & TACACS, IP & login attempts block

VLAN Port VLAN separation

802.1x ZE 7|8 H ESS M A0 22H0[HE L MH

MAC filtering support ﬂj‘figl I\E/,lﬁc LAY e = %; 3;H c;a SoI=E B8, TUMAC FL7t ANE 3 70
HZES FAISHALL oY ZES HIZGlEfLCt

API
APIAEZRIES APEOH HIO|E] 22| X Y 7|52 2E5tn 77| 452 SUEEHIAIR.

Teltonika Networks
Web API (beta) support

System Characteristics

AtMISE AFRHE &2 7|5 2ME RRSHIAIR:
https:/ /developers.teltonlka—networks.com

CPU
RAM
FLASH storage

Firmware/Configuration

Realtek, 500MHz, MIPS 4KEc
128MB, DDR3

16 MB serial flash

WEB Ul
FOTA
RMS

Keep settings

Factory settings reset

FIRMWARE CUSTOMISATION

OF U0 M Hl|of ZTIO|E, ME{0A] Hello] 20, 74 RO, 71 ey
Hellof HrlolE

012] Z2|2| HeO/ Y S SAl0l| HHO|EELIC

O

oM 2¥= RAleH A E

HH| 3% 2715k 1P £
4oz BaBct.

o] fH[o|E

2, PIN 2 AFE2L HO|H E Z3teh BE A|A™M HYS A2 Y2 7|2

Operating system
Supported languages
Development tools
Package Manager

Performance Specifications

SwmOS OpenWrt based Linux OS
Busybox shell, Lua, C, C
YL 20| A S == SDK IH7|A|

7| A Z2|Ak= 71710 27t 2D EY IS ERSH= Bl ABEl= AH|AYLICE

Bandwidth
(Non- blocking)

Forwarding rate
Packet buffer
MAC address table size

Jumbo frame support

56 Gbps

83.33 Mpps
512 KB
8K entries

10000 bytes
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Power

Connector C14 connector

Input voltage range 100 240 VAC, 50/60 Hz
Power consumption Idle: 5.5 W / Max: 20 W

Physical Interfaces

Ethernet 24 x RJ45 ports, 10/100/1000 Mbps

Fiber 4 x SFP ports

Status LEDs 1 x Power LED, 48 x ETH status LEDs, 1 x Status LED, 4 x SFP status LEDs
Power 1 x C14 connector

Reset AT EQ O] 2|M HE

Other 1 x HA| LAk

Physical Specification

Casing material &= et AE |2 Y205 5 2 I
Dimensions W x Hx D 483 x 44 x 234 mm

Weight 1853 g

Mounting options HHAAIE

Operating Environment

Operating temperature 0°Cto50°C

Operating humidity 10% ~ 90% (HIS%

g\i?ﬁ;s Protection P30

Regulatory & Type Approvals

Regulatory CE, UKCA, CB, RCM, FCC, IC
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Hardware
FRONT VIEW
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RJ45 LED MEANING
[ 94 Green LED on: link established 1000 Mbps
h ”"""J Orange LED on: link established 10/100 Mbps
POWER SOCKET PINOUT
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Live (L) Neutral (N)
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Ordering

Standard package*

=

SWM281 QUICK START GUIDE
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Classification codes

HS Code: 851762
HTS 8517.62.00

Available versions

SWM281

PROFINET
disabled by default

SWM281 spatial measurements

Available versions

N/A

Box: 510 x 73 x 318 mm

Device housing W x 483 x 44 x 234 mm

HxD *

*5122%

7 |EfE2| 29| 2|==0f2f M4
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SWM281000200 / Standard package without power cord

AEN 2 EA|EIL|C
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TOP VIEW
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MOUNTING SPACE REQUIREMENTS
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REMOTE MANAGEMENT SYSTEM

UNIFIED ENTERPRISE CONTROL

SIMPLIFIED.

One Integrated
Ecosystem

Your complete networking solution: TAP Access Points,
SWM/TSW Switches, and the power of RMS - all working
together on one secure platform.

- Vendor-Neutral Management: RMS manages Teltonika and
3rd-Party networking devices from a single platform.

- No Hardware Controllers: Save cost and complexity.
Manage everything through RMS or local OS.

- Enterprise OS: RutOS & TswOS come with built-in VPN,
VLAN/QoS, enhanced security, and powerful automation
tools.

Unmatched
Remote power

- RMS Access Included: Get two years of free remote
monitoring and configuration immediately upon purchase.

- Interactive Network Map: Visual 2D topology for faster
diagnostics and configuration directly from the map.

- Extend Your Reach: Securely access any device behind
your network through RMS Connect (cameras, PLCs, servers,
etc.) extending management beyond our hardware.
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